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Abstract

This docunent specifies a set of nethods, headers, nessage bodi es,
properties, and reports that define Access Control extensions to the
WebDAV Di stributed Authoring Protocol. This protocol pernmits a
client to read and nodi fy access control lists that instruct a server
whet her to allow or deny operations upon a resource (such as

Hyper Text Transfer Protocol (HTTP) nethod invocations) by a given
principal. A lightweight representation of principals as Wb
resources supports integration of a wide range of user managenent
repositories. Search operations allow discovery and mani pul ati on of
princi pal s using human nanes.
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1. Introduction

The goal of the WDbDAV access control extensions is to provide an

i nt eroperabl e mechani sm for handling discretionary access control for
content and netadata rmanaged by WebDAV servers. WebDAV access
control can be inplenmented on content repositories with security as
simple as that of a UNNX file system as well as nore sophisticated
nodel s. The underlying principle of access control is that who you
are determ nes what operations you can performon a resource. The
"who you are" is defined by a "principal" identifier; users, client
sof tware, servers, and groups of the previous have principa
identifiers. The "operations you can perforni are determ ned by a
single "access control list" (ACL) associated with a resource. An
ACL contains a set of "access control entries" (ACEs), where each ACE
specifies a principal and a set of privileges that are either granted
or denied to that principal. Wen a principal submts an operation
(such as an HTTP or WebDAV nmethod) to a resource for execution, the
server evaluates the ACEs in the ACL to determine if the principa

has perm ssion for that operation

Since every ACE contains the identifier of a principal, client
software operated by a hunman nmust provide a nmechani smfor selecting
this principal. This specification uses http(s) schene URLS to
identify principals, which are represented as WbDAV-capabl e
resources. There is no guarantee that the URLs identifying
principals will be neaningful to a human. For exanple,

htt p: //ww. exanpl e. conf u/ 256432 and

htt p://ww. exanpl e. conf peopl e/ G eg. Stein are both valid URLs that
could be used to identify the sanme principal. To renedy this, every
princi pal resource has the DAV:di spl ayname property containing a
human-r eadabl e nane for the principal

Since a principal can be identified by nultiple URLs, it raises the
probl em of deternining exactly which principal is being referenced in
a given ACE. It is inpossible for a client to determ ne that an ACE
granting the read privilege to http://ww. exanpl e. con peopl e/
Greg.Stein also affects the principal at http://ww. exanpl e. coni u/
256432. That is, a client has no nechanismfor determ ning that two
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URLs identify the same principal resource. As a result, this
specification requires clients to use just one of the nany possible
URLs for a principal when creating ACEs. A client can discover which
URL to use by retrieving the DAV: principal -URL property (Section 4.2)
froma principal resource. No matter which of the principal’s URLs
is used with PROPFIND, the property always returns the sane URL.

Wth a system having hundreds to thousands of principals, the problem
arises of howto allow a human operator of client software to sel ect
just one of these principals. One approach is to use broad
collection hierarchies to spread the principals over a |arge nunber
of collections, yielding few principals per collection. An exanple
of this is a two level hierarchy with the first |evel containing 36
collections (a-z, 0-9), and the second | evel being another 36,
creating collections /alal, /albl/, ..., lalz/, such that a principa
with last name "Stein" would appear at /s/t/Stein. In effect, this
pre-conputes a comon query, search on | ast nane, and encodes it into
a hierarchy. The drawback with this schene is that it handles only a
smal | set of predefined queries, and drilling down through the
col l ection hierarchy adds unnecessary steps (nhavigate down/up) when
the user already knows the principal’s nane. While organizing
principal URLs into a hierarchy is a valid namespace organi zati on
users should not be forced to navigate this hierarchy to select a
princi pal .

This specification provides the capability to perform substring
searches over a small set of properties on the resources representing
principals. This permts searches based on | ast nane, first naneg,
user nane, job title, etc. Two separate searches are supported, both
via the REPORT nethod, one to search principal resources

(DAV: princi pal -property-search, Section 9.4), the other to determ ne
whi ch properties may be searched at all (DAV:principal -search-
property-set, Section 9.5).

Once a principal has been identified in an ACE, a server evaluating
that ACE nust know the identity of the principal nmaking a protoco
request, and nust validate that that principal is who they claimto
be, a process known as authentication. This specification
intentionally onmits discussion of authentication, as the HITP
protocol already has a nunber of authentication mechani sms [ RFC2617] .
Some aut hentication nmechani sm (such as HTTP Digest Authentication
which all WbDAV conpliant inplenmentations are required to support)
nmust be available to validate the identity of a principal
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The followi ng issues are out of scope for this docunent:

0 Access control that applies only to a particular property on a
resource (excepting the access control properties DAV:acl and
DAV: current-user-privilege-set), rather than the entire resource,

0 Role-based security (where a role can be seen as a dynamically
defined group of principals),

o Specification of the ways an ACL on a resource is initialized,

o Specification of an ACL that applies globally to all resources,
rather than to a particular resource

0 Creation and maintenance of resources representing people or
conmput ati onal agents (principals), and groups of these.

This specification is organized as follows. Section 1.1 defines key
concepts used throughout the specification, and is followed by a nore
i n-depth discussion of principals (Section 2), and privileges
(Section 3). Properties defined on principals are specified in
Section 4, and access control properties for content resources are
specified in Section 5. The ways ACLs are to be evaluated is
described in Section 6. Cient discovery of access contro

capability using OPTIONS is described in Section 7.2. |Interactions
bet ween access control functionality and existing HTTP and WebDAV

nmet hods are described in the renmainder of Section 7. The access
control setting method, ACL, is specified in Section 8.  Four reports
that provide limted server-side searching capabilities are descri bed
in Section 9. Sections on XM. processing (Section 10),
Internationalization considerations (Section 11), security

consi derations (Section 12), and authentication (Section 13) round
out the specification. An appendix (Appendix A) provides an XM
Docurent Type Definition (DID) for the XML el ements defined in the
speci fication.

1.1. Terns
Thi s docunent uses the ternms defined in HITP [ RFC2616] and WebDAV
[ RFC2518]. In addition, the following terns are defined:
princi pal
A "principal" is a distinct human or conputational actor that
initiates access to network resources. |In this protocol, a

principal is an HTTP resource that represents such an actor.
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group

A "group" is a principal that represents a set of other
princi pal s.

privil ege

A "privilege" controls access to a particular set of HITP
operations on a resource.

aggregate privil ege

An "aggregate privilege" is a privilege that contains a set of
ot her privil eges.

abstract privil ege
The nodifier "abstract", when applied to a privilege on a
resource, neans the privilege cannot be set in an access contro
el ement (ACE) on that resource

access control list (ACL)

An "ACL" is a list of access control elenents that define access
control to a particular resource

access control elenent (ACE)

An "ACE" either grants or denies a particular set of (non-
abstract) privileges for a particular principal

i nherited ACE
An "inherited ACE' is an ACE that is dynanmically shared fromthe
ACL of another resource. When a shared ACE changes on the primary
resource, it is also changed on inheriting resources.

protected property
A "protected property" is one whose val ue cannot be updated except
by a nmethod explicitly defined as updating that specific property.

In particular, a protected property cannot be updated with a
PROPPATCH r equest .

Cemm et al. St andards Track [ Page 7]
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1.2. Notational Conventions

The augnmented BNF used by this docunent to describe protocol elenments
is described in Section 2.1 of [RFC2616]. Because this augnmented BNF
uses the basic production rules provided in Section 2.2 of [RFC2616],
those rules apply to this docunment as well.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Definitions of XML elenents in this docunent use XM el enment type
declarations (as found in XM. Docunent Type Declarations), described
in Section 3.2 of [REC-XM.]. When an XM. el enment type in the "DAV:"
nanespace is referenced in this docunent outside of the context of an
XML fragnment, the string "DAV:" will be prefixed to the el enent nane.

2. Principals

A principal is a network resource that represents a distinct human or
conmput ational actor that initiates access to network resources.

Users and groups are represented as principals in many

i npl enent ati ons; other types of principals are also possible. A UR
of any schenme MAY be used to identify a principal resource. However,
servers inplenenting this specification MIST expose princi pa
resources at an http(s) URL, which is a privileged schene that points
to resources that have additional properties, as described in Section
4. So, a principal resource can have multiple URI's, one of which has
to be an http(s) schene URL. Although an inplenentati on SHOULD
support PROPFI ND and MAY support PROPPATCH to access and nodify

i nformati on about a principal, it is not required to do so.

A principal resource may be a group, where a group is a principa

that represents a set of other principals, called the menbers of the
group. |If a person or conputational agent nmatches a principa
resource that is a nenber of a group, they also match the group
Menbership in a group is recursive, so if a principal is a nenber of
group GRPA, and CGRPA is a nenber of group CGRPB, then the principal is
al so a nenber of CGRPB.

3. Privileges

Ability to performa given nethod on a resource MJST be controlled by
one or nore privileges. Authors of protocol extensions that define
new HTTP met hods SHOULD specify which privileges (by defining new
privileges, or mapping to ones below) are required to performthe
method. A principal with no privileges to a resource MIST be denied
any HITP access to that resource, unless the principal matches an ACE
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constructed using the DAV:all, DAV:authenticated, or

DAV: unaut henti cat ed pseudo-princi pals (see Section 5.5.1). Servers
MJUST report a 403 "Forbi dden" error if access is denied, except in
the case where the privilege restricts the ability to know the
resource exists, in which case 404 "Not Found" may be returned.

Privil eges may be containers of other privileges, in which case they
are ternmed "aggregate privileges". |If a principal is granted or
deni ed an aggregate privilege, it is semantically equivalent to
granting or denying each of the aggregated privileges individually.
For exanple, an inplenentati on may define add-nmenber and renove-
menber privileges that control the ability to add and renove a nenber
of a group. Since these privileges control the ability to update the
state of a group, these privileges woul d be aggregated by the
DAV:wite privilege on a group, and granting the DAV:wite privilege
on a group would al so grant the add-nmenber and renopve- nenber

privil eges.

Privileges may be declared to be "abstract" for a given resource, in
whi ch case they cannot be set in an ACE on that resource. Aggregate
and non-aggregate privileges are both capabl e of being abstract.
Abstract privileges are useful for nodeling privileges that otherw se
woul d not be exposed via the protocol. Abstract privileges also
provi de server inplenentations with flexibility in inplenenting the
privileges defined in this specification. For exanple, if a server

i s incapabl e of separating the read resource capability fromthe read
ACL capability, it can still nodel the DAV:read and DAV:read-ac
privileges defined in this specification by declaring them abstract,
and containing themw thin a non-abstract aggregate privilege (say,
read-all) that holds DAV:read, and DAV:read-acl. 1In this way, it is
possible to set the aggregate privilege, read-all, thus coupling the
setting of DAV:read and DAV:read-acl, but it is not possible to set
DAV: read, or DAV:read-acl individually. Since aggregate privileges
can be abstract, it is also possible to use abstract privileges to
group or organi ze non-abstract privileges. Privilege containnent

| oops are not allowed; therefore, a privilege MIST NOT contain
itself. For exanple, DAV:read cannot contain DAV:read.

The set of privileges that apply to a particular resource nay vary
wi th the DAV:resourcetype of the resource, as well as between
different server inplenentations. To pronote interoperability,
however, this specification defines a set of well-known privileges
(e.g., DAV:read, DAV:wite, DAV:read-acl, DAV:wite-acl, DAV:read-
current-user-privilege-set, and DAV:all), which can at |east be used
to classify the other privileges defined on a particul ar resource.
The access pernissions on null resources (defined in [ RFC2518],
Section 3) are solely those they inherit (if any), and they are not
di scoverable (i.e., the access control properties specified in
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Section 5 are not defined on null resources). On the transition from
null to stateful resource, the initial access control list is set by
the server’s default ACL value policy (if any).

Server inplenentations MAY define new privileges beyond those defined
in this specification. Privileges defined by individua

i mpl enent ati ons MJUST NOT use the DAV: nanespace, and instead shoul d
use a namespace that they control, such as an http schenme URL.

3.1. DAV:read Privilege

The read privilege controls nethods that return information about the
state of the resource, including the resource’s properties. Affected
nmet hods i nclude GET and PROPFIND. Any inpl ementation-defined
privilege that also controls access to GET and PROPFI ND nust be
aggregated under DAV:read - if an ACL grants access to DAV:read, the
client may expect that no other privilege needs to be granted to have
access to GET and PROPFIND. Additionally, the read privil ege MIJST
control the OPTIONS net hod

<! ELEMENT read EMPTY>
3.2. DAV:wite Privilege

The wite privilege controls nethods that |ock a resource or nodify
the content, dead properties, or (in the case of a collection)
menbership of the resource, such as PUT and PROPPATCH. Note that
state nodification is also controlled via | ocking (see section 5.3 of
[ RFC2518]), so effective wite access requires that both wite
privileges and wite | ocking requirenents are satisfied. Any

i mpl enent ati on-defined privilege that also controls access to nethods
nmodi fyi ng content, dead properties or collection nenbership nust be
aggregated under DAV:wite, e.g., if an ACL grants access to
DAV:wite, the client may expect that no other privil ege needs to be
granted to have access to PUT and PROPPATCH

<! ELEMENT wite EMPTY>
3.3. DAV:wite-properties Privilege

The DAV:wite-properties privilege controls nethods that nodify the
dead properties of the resource, such as PROPPATCH  \Whether this
privilege nay be used to control access to any live properties is
determ ned by the inplenentation. Any inplenmentation-defined
privilege that also controls access to nethods nodifying dead
properties nmust be aggregated under DAV:wite-properties - e.g., if

Cemm et al. St andards Track [ Page 10]



RFC 3744 WebDAV Access Control Protocol May 2004

an ACL grants access to DAV:wite-properties, the client can safely
expect that no other privilege needs to be granted to have access to
PROPPATCH

<l ELEMENT write-properties EMPTY>
3.4. DAV:wite-content Privilege

The DAV:wite-content privilege controls nmethods that nodify the
content of an existing resource, such as PUT. Any inplenentation-
defined privilege that also controls access to content nust be
aggregat ed under DAV:wite-content - e.g., if an ACL grants access to
DAV:wite-content, the client can safely expect that no other
privilege needs to be granted to have access to PUT. Note that PUT -
when applied to an unmapped URI - creates a new resource and
therefore is controlled by the DAV: bind privilege on the parent

col I ection.

<! ELEMENT write-content EMPTY>
3.5. DAV:unlock Privilege

The DAV: unl ock privilege controls the use of the UNLOCK met hod by a
principal other than the |ock owner (the principal that created a

| ock can always performan UNLOCK). Wiile the set of users who nmay
lock a resource is nost comonly the sane set of users who nay nodify
a resource, servers may allow various kinds of administrators to

unl ock resources | ocked by others. Any privilege controlling access
by non-1ock owners to UNLOCK MJST be aggregated under DAV: unl ock

A |l ock owner can always renove a | ock by issuing an UNLOCK with the
correct |ock token and authentication credentials. That is, even if
a principal does not have DAV:unl ock privilege, they can still renove
| ocks they own. Principals other than the |ock owner can renpbve a
lock only if they have DAV:unl ock privilege and they issue an UNLOCK
with the correct |lock token. Lock timeout is not affected by the
DAV: unl ock privil ege.

<! ELEMENT unl ock EMPTY>
3.6. DAV:read-acl Privilege

The DAV:read-acl privilege controls the use of PROPFIND to retrieve
t he DAV: acl property of the resource.

<! ELEMENT r ead-acl EMPTY>
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3.7. DAV:read-current-user-privilege-set Privilege

The DAV:read-current-user-privilege-set privilege controls the use of
PROPFIND to retrieve the DAV: current-user-privil ege-set property of
the resource

Cients are intended to use this property to visually indicate in
their U itenms that are dependent on the pernissions of a resource,
for exanple, by graying out resources that are not witable.

This privilege is separate from DAV: read-acl because there is a need
to all ow nobst users access to the privileges pernitted the current
user (due to its use in creating the U), while the full ACL contains
i nformati on that may not be appropriate for the current authenticated
user. As a result, the set of users who can viewthe full ACL is
expected to be much smaller than those who can read the current user
privilege set, and hence distinct privileges are needed for each.

<! ELEMENT read-current-user-privil ege-set EMPTY>
3.8. DAV:wite-acl Privilege

The DAV:wite-acl privilege controls use of the ACL nethod to nodify
the DAV: acl property of the resource.

<I ELEMENT write-acl EMPTY>

3.9. DAV:bind Privil ege
The DAV: bind privilege allows a nethod to add a new nenber URL to the
specified collection (for exanple via PUT or MKCOL). It is ignored
for resources that are not collections.
<! ELEMENT bi nd EMPTY>

3.10. DAV:unbind Privilege
The DAV: unbind privilege allows a nethod to renpve a nenber URL from
the specified collection (for exanple via DELETE or MOVE). It is

i gnored for resources that are not collections.

<! ELEMENT unbi nd EMPTY>
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3.11. DAV:all Privilege

DAV:all is an aggregate privilege that contains the entire set of
privileges that can be applied to the resource.

<! ELEMENT al | EMPTY>
3.12. Aggregation of Predefined Privileges

Server inplenentations are free to aggregate the predefined
privileges (defined above in Sections 3.1-3.10) subject to the
following limtations:

DAV: read-acl MJST NOT contain DAV:read, DAV:wite, DAV:wite-acl
DAV: wite-properties, DAV:wite-content, or DAV:read-current-user-
privil ege-set.

DAV: wite-acl MJST NOT contain DAV:wite, DAV:read, DAV:read-acl, or
DAV: read-current -user-privil ege-set.

DAV: read-current-user-privil ege-set MJIST NOT contain DAV:wite,
DAV: read, DAV:read-acl, or DAV:wite-acl.

DAV: write MJUST NOT contain DAV:read, DAV:read-acl, or DAV:read-
current-user-privilege-set.

DAV: read MJST NOT contain DAV:wite, DAV:wite-acl, DAV:wite-
properties, or DAV:wite-content.

DAV: wite MJUST contain DAV: bi nd, DAV: unbi nd, DAV:wite-properties and
DAV: wite-content.

4. Principal Properties

Principals are manifested to clients as a WbDAV resource, identified
by a URL. A principal MJIST have a non-enpty DAV: di spl aynane property
(defined in Section 13.2 of [RFC2518]), and a DAV: resourcetype
property (defined in Section 13.9 of [RFC2518]). Additionally, a
princi pal MJST report the DAV:principal XM elenent in the value of
the DAV:resourcetype property. The elenent type declaration for
DAV: pri nci pal is:

<! ELEMENT pri nci pal EMPTY>
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This protocol defines the follow ng additional properties for a
principal. Since it can be expensive for a server to retrieve access
control information, the nane and val ue of these properties SHOULD
NOT be returned by a PROPFIND all prop request (as defined in Section
12.14.1 of [RFC2518]).

4.1. DAV:alternate-URl-set

This protected property, if non-enpty, contains the URI s of network
resources with additional descriptive information about the

principal. This property identifies additional network resources
(i.e., it contains one or nore URIs) that may be consulted by a
client to gain additional know edge concerning a principal. One

expected use for this property is the storage of an LDAP [ RFC2255]
scheme URL. A user-agent encountering an LDAP URL coul d use LDAP

[ RFC2251] to retrieve additional nachi ne-readable directory

i nformati on about the principal, and display that information in its
user interface. Support for this property is REQU RED, and the val ue
is enpty if no alternate URI exists for the principal

<! ELEMENT al ternate-URI -set (href*)>
4.2. DAV: principal - URL

A principal may have many URLs, but there nust be one "principal URL"
that clients can use to uniquely identify a principal. This
protected property contains the URL that MJST be used to identify
this principal in an ACL request. Support for this property is

REQUI RED.

<! ELEMENT pri nci pal -URL (href)>

4.3. DAV: group- nmenber - set
This property of a group principal identifies the principals that are
direct nenbers of this group. Since a group may be a nenber of
anot her group, a group may al so have indirect nenbers (i.e., the
menbers of its direct nmenbers). A URL in the DAV: group- nenber-set
for a principal MJST be the DAV: principal -URL of that principal
<! ELEMENT gr oup- nenber-set (href*)>

4.4. DAV group- nenber ship
This protected property identifies the groups in which the principa

is directly a member. Note that a server may allow a group to be a
menber of another group, in which case the DAV: group-nenbership of
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t hose other groups would need to be queried in order to deternine the
groups in which the principal is indirectly a nenber. Support for
this property is REQU RED

<! ELEMENT group-nenbership (href*)>
5. Access Control Properties

This specification defines a nunber of new properties for WbDAV
resources. Access control properties may be retrieved just |ike

ot her WebDAV properties, using the PROPFIND nmethod. Since it is
expensi ve, for many servers, to retrieve access control infornation
a PROPFIND al |l prop request (as defined in Section 12.14.1 of

[ RFC2518]) SHOULD NOT return the nanes and val ues of the properties
defined in this section.

Access control properties (especially DAV:acl and DAV:inherited-acl -
set) are defined on the resource identified by the Request-URl of a
PROPFI ND request. A direct consequence is that if the resource is
accessible via multiple URI, the value of access control properties
is the same across these URI.

HTTP resources that support the WbDAV Access Control Protocol MJST
contain the following properties. Null resources (described in
Section 3 of [RFC2518]) MJUST NOT contain the follow ng properties.

5.1. DAV: owner

This property identifies a particular principal as being the "owner"
of the resource. Since the owner of a resource often has specia
access control capabilities (e.g., the owner frequently has permanent
DAV: wite-acl privilege), clients night display the resource owner in
their user interface.

Servers MAY i npl enent DAV: owner as protected property and MAY return
an enpty DAV: owner elenent as property value in case no owner
information is available.

<! ELEMENT owner (href?)>
5.1.1. Exanple: Retrieving DAV: owner

This exanple shows a client request for the value of the DAV: owner
property froma collection resource with URL http://ww. exanpl e. com
papers/. The principal making the request is authenticated using

Di gest authentication. The value of DAV:owner is the URL http://
www. exanpl e. conf acl /users/ gstein, wapped in the DAV: href XM

el ement .
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>> Request <<

PROPFI ND / papers/ HITP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm; charset="utf-8"

Cont ent - Lengt h:  xxx

Depth: O

Aut hori zation: Digest usernanme="jint,
real m="user s@xanpl e. conf, nonce="...",

uri="/papers/", response="...", opaque="..."
<?xm version="1.0" encodi ng="utf-8" ?>
<D: propfind xm ns: D="DAV: ">
<D: prop>
<D: owner/ >
</ D: pr op>
</ D: propfind>

>> Response <<

HTTP/ 1.1 207 Milti- Status
Content - Type: text/xm; charset="utf-8"
Cont ent - Lengt h:  xxx

<?xm version="1.0" encodi ng="utf-8" ?>
<D: nmul tistatus xm ns: D="DAV: ">
<D: response>
<D: href >htt p: // www. exanpl e. com paper s/ </ D: hr ef >
<D: propst at >
<D: prop>
<D: owner >
<D: href >htt p: / / ww. exanpl e. com acl / user s/ gst ei n</ D: href >
</ D: owner >
</ D: pr op>
<D: status>HTTP/ 1.1 200 OK</D: st at us>
</ D: pr opst at >
</ D: response>
</D:multistatus>

5.1.2. Exanple: An Attenpt to Set DAV: owner

The following exanpl e shows a client request to nodify the val ue of
t he DAV: owner property on the resource with URL <http://

www. exanpl e. conif papers>. Since DAV:owner is a protected property on
this particular server, it responds with a 207 (Milti-Status)
response that contains a 403 (Forbi dden) status code for the act of
setting DAV: owner. Section 8.2.1 of [RFC2518] descri bes PROPPATCH
status code information, Section 11 of [RFC2518] describes the
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Mul ti-Status response and Sections 1.6 and 3.12 of [RFC3253] descri be
additional error nmarshaling for PROPPATCH attenpts on protected
properties.

>> Request <<

PROPPATCH / papers/ HTTP/ 1.1

Host: www. exanpl e. com

Content-type: text/xm; charset="utf-8"

Cont ent - Lengt h:  xxXx

Depth: 0O

Aut hori zation: Digest usernane="jint,
real n="user s@xanpl e. conf, nonce="...",

uri ="/ papers/", response="...", opaque="..."
<?xm version="1.0" encodi ng="utf-8" ?>
<D: proper tyupdat e xm ns: D="DAV: ">
<D: set >
<D: pr op>
<D: owner >
<D: href >htt p: / / www. exanpl e. com acl /users/jinx/D: href>
</ D: owner >
</ D: pr op>
</ D: set>
</ D: pr opert yupdat e>

>> Response <<

HTTP/ 1.1 207 Multi-Status
Content - Type: text/xm; charset="utf-8"
Cont ent - Lengt h:  xxX

<?xm version="1.0" encodi ng="utf-8" ?>
<D: mul ti status xm ns: D="DAV: ">
<D: response>
<D: href >htt p: / / www. exanpl e. com paper s/ </ D: hr ef >
<D: pr opst at >
<D: pr op><D: owner / ></ D: pr op>
<D: status>HTTP/ 1.1 403 For bi dden</ D: st at us>
<D: responsedescri pti on>
<D: err or ><D: cannot - nodi f y- pr ot ect ed- property/ ></D: error >
Failure