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1. Introduction

Thi s docunent proposes | anguage for the the security consideration
section for Yang nodules fromthe |I2RS Wrking group which utilize
the | 2RS protocol enhancenments to the NETCONF/ RESTCONF. The | 2RS
prot ocol enhancenent to the NETCONF/ RESTCONF protocol nust neet the
protocol security requirenents established in
[I-D.ietf-i2rs-protocol-security-requirenents], and the environnent
requirenents set in [I-D.ietf-i2rs-security-environnent-reqs].

[I-D.ietf-netnod-revised-datastores] desribes a revised network

managenent datastore structure for managenent configuration data
stores used for configuration and operational state. Wthin this
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context, the |12RS protocol is a control plane protocol which creates
a control -pl ane datastore separate fromthe NETCONF/ RESTCONF
configuration datastores which are wite-able (candidate, running,
and startup datstores) or expanded uninstalled configuration

(i ntended datastores). The |I2RS protocol creates the |2RS epheneral
datastore which is one of the control plane datastores. Any |2RS
protocol inplenmentation nmerges the control plane datastore with the
processed i ntended datastore (renmoving m ssing resources or del ays)
to create the applied datastore. The |I2RS epheneral datastore is
defined by the YANG data nodeling | anguage augnmenting to support the
| 2RS protocol’s control plane epheneral datastore.

The | 2RS YANG data nodels exist in the |I2RS epheneral control plane
datastore. Some |2RS Yang Mydels exist only within the |I2RS
protocol’s epheneral control plane datastore. Sone YANG nodel s which
augnent configuration datastore and operational state nodules. These
| 2RS YANG dat a nodel s may augnent YANG nodel s for system functions
(e.g. interface Yang nodel ), routing information nodels (RIBS),
routi ng protocol nodels, or network managenent protocol. [|2RS YANG
nodel s MAY inport data fromthe routing system(e.g. OSPF state

t opol ogy nodels for L3).

The format of this docunent is:

0 section 2 - conpares |2RS protocol security requirenments with
requi renents describe in yang nodul e security consi derations found
at https://trac.ietf.org/trac/ops/w ki/yang-security-guidelines.

0 section 3 - suggests new Explanatory text for Yang nodul e security
consi derations for |2RS yang nodul es, and

0 section 4 - suggests a new tenplate for Security Considerations
section for any |I2RS yang nodul e or any nodul e based on an | 2RS
yang nodul e.

2. Basic Yang Security Considerations versus |2RS Yang Security
Consi der ati ons

The | 2RS mandat ory-to-i npl ement protocol security features are

di fferent than the basic NETCONF [ RFC6241] nmandat ory-t o-i npl ement
features or RESTCONF mandat ory-to-inpl enment features
[I-D.ietf-netconf-restconf] in the follow ng way:

o different mandatory transport features,

o |2RS Protocol supports a priority and secondary opaque associ at ed
with each Peer ldentity,
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o |2RS Yang Models exist in control plane data stores rather than in
t he configuration data stores,

o Different validation processes,
o different NACM poli cies,

o optional non-secure transport can be used for a restricted set of
non-confidential data that does not have privacy issues.

Mandatory to inplenent transport | ayer

NETCONF [ RFC6241] and RESTCONF [I-D.ietf-netconf-restconf] utilize
secure transports to establish a session between a server on a
network node and a client (often on a end-systemj. The secure
transport layer in these two protocol is a |ower l[ayer than the
application | ayer exchange between the server and client. Figure 1
provi des shows how NETCONF, RESTCONF, and |2RS start their transport
connections (la or 1b), establish secure connections (2a or 2b), and
send nessges between a client and an NETCONF/ RESCONF or | 2RS agent.
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NETCONF server NETCONF cl i ent
RESTCONF Servers RESTCONF cl i ent
| 2RS Agent I 2RS dient
<--(la)--TCP-------- client starts
---(1b)---TCP---> cal |l -hone service
<--(2a)--TLS X. 509v3 --- NETCONF, RESTCONF,
| 2RS pr ot ocol
< (2b)--SSH ------ (NETCONF only )
<--(3a)--rpc/rpc-reply--: NETCONF nessagese
rpc-error (get-config, edit-config,
| ock, unl ock, cl ose-session,
kill-session)
<--(3b)---http---- RESTCONF (nessages)

(OPTI ONS, HEAD, POST
PUT, PATCH, DELETE,
Event - st r eans]

<--(3c)--rpc/rpc-reply --12RS Protocol
(NETCONF- | i ke nmessages)
[ open-session priority]
[ open transport transport-id]
[ get-data | 2RS- dat ast or e]
[get-state | 2RS- dat ast or e]
[wite-data | 2RS- dat ast or €]
[notify | 2RS-dat ast ore]
[action | 2RS- dat ast or e]
[cl ose-transport transport-id]
[ cl ose-sessi on]

<--(3d)--http ----- | 2RS Pr ot ocol
[ RESTCONF- | i ke messages]
[ OPTI ONS, HEAD, GET
POST [datastore | Data | Operation]
PUT [datastore | Data ]

Note, in the drawi ng above, the |I2RS agent features MAY utilize the
NETCONF server nethodology with different protocol conmands (get-
data, get-state, wite-data, notify, action) which can be directed at
a particul ar datastore.
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Simlarily, the RESTCONF net hodol ogy can be augnented with different
commands to reference the | 2RS dat astore.

This section reviews the nmanadatory to inplement secure transport

| ayer for NETCONF, RESTCONF, and |2RS protocol. For NETCONF, the

| 2RS agent features utilizes the NETCONF server functions, but allows
mul tiple trasnports between the 12RS Cient and | 2RS Agent. For
RESTCONF, the |2RS agent features utilize the RESTCONF server
functions. Based on this review, it suggest |I2RS Yang nodul es nust
utilize a TLS connection with X 509v3.

2.1.1. Mandatory to inplenment NETCONF Transport Layer

NETCONF' s [ RFC6241] mandatory-to-inpl enent transport (SSH) [ RFC6242]
augnent ed by NETCONF' s access control nodul e [ RFC6536] provides
security for Data passed via NETCONF. NETCONF al |l ows user to run
NETCONF over TLS using X 509 authentication [ RFC7589] which nandat es
support for of TLS 1.2 [RFC5246] with its mandatory-to-inpl enment

Ci pher suite ("TLS_RSA WTH AES CBC SHA"), and suggests inplenenters
abi de by recomrendati ons in [ RFC7525].

2.1.2. Mndatory to inplenment RESTCONF Transport Layer

RESTCONF [I-D.ietf-netconf-restconf] MJST operate over HITP over the
TLS using TLS [RFC7230] [RFC5246] with the https URI schene with port
443. RESTCONF server MJUST present an X.509v3 based certificate when
establishing a connection with an RESTCONF Cient. The RESTCONF use
of X.509v3 certifications is consistent with NTECONF use of X 509
ceritifications.

2.1.3. Mandatory to inplenment |2RS Transport Layer

The | 2RS protocol security requirenents

[I-D.ietf-i2rs-protocol -security-requirenents] require |2RS Yang
nmodul es to be accessed peer [identity] authentication,
confidentiality, data integrity, and [practical] replay protection
for | 2RS nessages” and support "nechanismthat mtigate DoS attacks"
and "DDos prevention" SEC-REQ 01 to SEC-REQ 05, SEC-REQ 09 to SEQ
REQ 11). The I12RS client and |I2RS Agent MJST use nutual peer

aut henti cati on based on unique identifier (see SEC-REQ 01, SEC REQ
02, SEC- REQ 03).

The |1 2RS transport |ayer transport protocol "MJST be associated with
a key managenent systemthat guarantees that only the entities having
sufficient privileges can get the keys to encrypt/decrypt the
sensitive data" (see SEC-REQ 12). The transport protocol the |I2RS
nmessages are passed over MJIST be able to support nultiple transport
between the | 2RS client and |2RS Agent, but a single connection
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2.

2.

1

2.

between |1 2RS client and | 2RS Agent MAY elect to use one transport
( SEC- REQ 14) .

The security association between an |12RS Agent and |2RS cli ent

conti nues even when a secure transport connections (TLS over TCP)
exists. Therefore, all 12RS clients receiving a nessage over a
secure connection to an | 2RS agent MJUST confirmthat the |I2RS agent
has a valid identifier (SEC-REQ 05) and all |2RS agents recieving a
nmessages over a secure connection froman |I2RS client MJST confirm
that the 12RS client has a valid identity (SEC REQ 04).

According to [I-D.ietf-taps-transports], the secure transport
protocol s which support peer authentication, confidentiality, data
integrity, and replay protection are the follow ng:

1. TLS [ RFC5246] over TCP or SCTP

2. DILS over UDP with replay detection and anti-DoS statel ess cookie
mechani smrequired for the I2RS protocol, and the |2RS protocol
al | ow DTLS options of record size negotiation and and conveyance
of "don’t" fragment bits to be optional in deploynents.

3. HITP over TLS (over TCP or SCTP), and

4. HTTP over DTLS (wth the requirenents and optional features
specified above in item2).

4. Change to Security Considerations for Mandatory Transport Layer

Based on these additional requirenents, the mandatory-to-inplenment
NETCONF transport for |2RS Yang nodul es is NETCONF over TLS with

Mut ual X. 509 aut hentication [ RFC7589] augnented by NETCONF s access
control nodule. The nmandatory-to-inplement RESTCONF transport for

| 2RS YANG Modul es is HTTP over TLS with nutual X 509 authenticati on.

Thi s requi rement should replace the existing requirenent for the
NETCONF transport of SSH [ RFC6242] in the Yang nodul es.

Priority and Opaque Secondary ldentity

The |1 2RS protocol security requirenents require that a priority and a
secondary opaque identifier be associated with the primary | 2RS
identifier (client or agent) (see SEC-REQ 07 and SEC-REQ 08). In
NETCONF t he X.509v3 identity which is used for nutual authentication,
beconmes a NETCONF user nanme. NETCONF |inks a NTECONF user nane to a
NETCONF group. Network access control policy
[I-D.ietf-netconf-rfc6536bis] is associated with this user nane for
the configuration datastore. In RESTCONF, the X 509v3 identity used
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for nmutual authentication, becomes a RESTCONF user nane. Simlar to
NETCONF t he RESTCONF user nanme |inks to a RESTCONF user nane.
RESTCONF networ k access policy MAY |ink the RESTCONF user name to
group identifier to apply NACM policy.

| 2RS protocol links the X 509v3 identity which is used for X 509v3
nmutual identification to a | 2RS user identity (user-id) on the |I2RS
agent. Associated with the I2RS user-id is one priority per security
session, one secondary identifier per protocol transaction (NETCONF
or RESTCONF), and nultiple transport sessions. The |2RS user-id
links to a policy-id that can be utilized to set NAMCs on transports
sessions or secondary identifiers, or other constraints.

This section describes the format of these user identifiers in
X.509v3 use, and how | 2RS uses the priority associated with the |I2RS
user-i d.

2.2.1. TLS User-Id Formats

NETCONF over TLS with Mutual X 509 authentication [ RFC7589] requires
that the NETCONF server keep a order list of mapping of certificates
to that the X 509v3 certification is mapped to a NETCONF user nane.
The mappi ng requires keeping ordered list of these mappings with each
list entry containing the foll ow ng:

o certificate fingerprint,

o nmap type (specified, san-rfc822-nanme, san-dns-nane, san-ip-
adder ss, san-any, common-nam, and

o optional auxillary data.

The map type "specified" indicates the NETCONF usernanme is specified
in the auxilary data. The map types begining with "san-..." indicate
the user nane is found in the subjectAl tNanme and take a particular
form (rfc822-nanme, dns-nane, ip-address) or anyone of these forns
(san-any). The conmon-nam map type indi cates CommonNane is nmapped to
t he user nane after being converted to UTF-8.

In a simlar fashion, the I12RS will utilize user nane found in the
formats as an I 2RS identity.

2.2.2. 12RS use of priority
The | 2RS data nodel s define sone data nodel s which MJUST exist within
the | 2RS protocol’s epheneral datastore (e.g. |2RS Epheneral Data

Store, I2RS Protocol), and sone which MAY exist (e.g. protoco
i ndependents nodel s or nodul es whi ch augnent routing protocol
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nodul es). The YANG Modul es which define state in the |2RS Control

pl ane data store may have both configuration state and operati onal
state. The |12RS Data Mddels installed in an |I2RS epheneral state
data MJUST be able to be read by nultiple 12RS Cients (if security
network access policies allowit) and witten by one I12RS Cient at a
time. If nultiple I2RS client attenpt to wite the sane |2RS dat a,

it is considered an operational error situation (which causes |2RS
agent to notify both client’s about if security policies allow). To
resol ve these contentions, a priority schene is used. The |ink
between the I12RS client identity and the priority nmust be established
before the 12RS Cient makes wite changes to the | 2RS Agent. The
client identity's link to a priority controls nmultiple wite access
rather than nmutual identification

How does the | 2RS security requirenment for a single to user to have
only one priority (SEC-REQ 07) and one secondary opaque identifier
(SEC- REQ 08) inpact the security of |12RS Yang Data Model s?

The client priority allows the |12RS agent to select which I 2RS client
has priority when nultiple 12RS clients try to wite the sanme data
node in an | 2RS epheneral control plane datastore. This priority
resolution of nultiple wites occurs after both I12RS clients are

al l oned to have network access (policy set by NACM
[I-D.ietf-netconf-rfc6536bis]) to a data nodel. Therefore, the
security considerations of the |I2RS YANG Data nodel s do not have to
consider priority contention. The secondary opaque associ ated for
the period of a |I2RS protocol operation only provides tracing
capability to determ ne what happened.

2.3. 12RS Yang Model s Exist in | 2RS Epheneral DataStores

The | 2RS protocol is a higher |ayer protocol encourages which reuses
ot her |1 ETF protocols (NETCONF/ RESTCONF) and nodel i ng | anguage ( YANG),
but nodifies these protocols (NETCONF/ RESTCONF) and the nodel i ng

| anguage to support the required features. Figure 2 provides a

di agram of how | 2RS epheneral configuration state ("config=true"
nodes), and | 2RS operational state nodes ("config=fal se" nodes) which
are part of the |I2RS Control Pl ane Epheneral datastore interact with
datastores in the updated | ETF nmanagenent dat astore node
[I-D.ietf-netnod-revised-datastores], and not a part of the
configuration datastore. The |2RS protocol inplenentation nerges the
| 2RS epheneral datastore with currently appplied datastore.
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Fom e + R +
| [candidate] | | [startup]
| (ct, rw)  |%t;---+ +---%t;| (ct, rw) |
o e + | | o e e e o - +
| | | |
| Fommmmen e + |
R %t;| [runnin] |<-------- +
| (ct, rw) |
R +

I/l e.g., renoval of ’inactive
/'l nodes, expansion of tenplates

| [intended] | // subject to validation
| (ct, ro) |

/!l e.g., mssing resources or
/'l del ays

| [applied] |<---+--- dynami c configuration
| (ct, ro) | prot ocol s
e + +--- control -pl ane datastores
+---12RS epheneral datastore
+---BGP epheneral configuration
(FIl ow Specification filters)

I

|

|

|

| +--- auto-di scovery

| oo +--- control -plane protocols

| +--- control -pl ane datastores
| +---12RS operational state
| +---BGP operational state
| (Fl owspec filters)

|

| [operational-state] |
| (ct + cf, ro) |

ct = config true; cf = config fal se
rw=read-wite; ro = read-only
boxes denote dat astores

Figure 2 - nodified from NETMOD Revi sed dat astores
(draft-ietf-netnod-revised-datastores-00.txt)
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The | 2RS epheneral datastore is a control plane datastore which
contains configuration data ("config=true") which does not persi st
over a reboot. The |I2RS datastore may only be one of the epheneral
configuration datastores. The |I2RS protocol creates, reads, wites,
updates, deletes, notifies, signals events, perforns actions, and
traces (CRUD- NEAT) the data in the |I2RS epheneral datastore. The

| 2RS protocol nechanisns validate the |2RS epheneral datastore
values. |If a routing systemreboots, the information in an | 2RS
epheneral datastore does not persist across the reboot.

2.3.1. Security Considerations for Datastore Interactions

An | 2RS protocol inplenentation applies this configuration to a
routing systemwhich will also have basic IP routing functions (e.aqg.
interfaces, |IP address, routing), system managenent functions (e.g.
syslog), and security functions (e.g. keystore, keychain, Network
Access Control Managenent (NACM)). The |I2RS inplenentation is
required to have configuration knobs that will specify how the

i ntended configuration is validated, checked, and nerged with the

| 2RS epheneral configuration state. |[If a systemw th |I2RS protoco

i npl enentation al so has dynam c configuration protocols (e.g. dhcp)
or other control plane configuraton protocols (e.g. BGP Flow
Specification filters passed in the BGP protocol, but defined to be
install ed as epheneral state in the routing systen), then the

i npl enent ati on nmust have configuration knobs and policy to nerge the
configuration (that is "config=true") data nodules in a known nmanner.
The applied configuration state stored by system nust be able to
identify which datastore (intended, dynam c configuration protocol
datastore, |2RS epheneral control-plane datastore) installed each

pi ece of configuration in the running system

Simlar to NETCONF or RESTCONF configuration data stores (candi date,
runni ng, start-up, intended, and applied), sonme witable data nodes
in a Yang Data Model that could be especially disruptive if abused.
These data nodes MJST Be explicitly listed by nane and the associ ated
security risks MJUST be spelled out. 1In addition, sone witable data
nodes in an | 2RS epheneral configuration could cause problens wth
nodes if: data nodels have wite or read/wite scoped data which can
cause security threats by:

o0 |2RS epheneral data read by the user could cause a security
threats

0 overwiting NETCONF/ RESTCONF configuration with |I2RS epheneral

control plane configurations could cause network security risks or
Deni al of Service (DoS),
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o fluctuating between |I2RS epheneral configuration datastore data
and ot her control plane datastores could cause security risks or
deni al of service (DoS),

0 |2RS epheneral configuration overwiting dynam c configuration
prot ocol configuration (e.g. dhcp | eases) could cause security
ri sks or denial of service attacks (DoS), or fluctuation between
| 2RS epheneral control plane confguration and dynam c
configuration control plane could cause probl ens.

| 2RS data nodel s containing | 2RS epheneral configuration which m ght
cause these problens should provide this information in the security
consi derati ons section.

Operational state contains all configured data used by the system
("config=true" nodes) and applied configuration and operational state
as read-only data. Operational state data does not persist across a
reboot of the routing system but is regenerated. This requirenent
to regenerate data requires the I 2RS protocol to rel oad any
operational state it regenerates.

The | 2RS protocol inplenentations MIST support |2RS Yang nodel s which
define operational state. Systemw de operational state may cone
from aut o-di scovery, control plane protocols (e.g. BFD, BGP), or
control plane datastores such as the |2RS Epheneral Control Pl ane

Dat astore. The |2RS protocol inplenentation nmust extend the read of
operational state so that the operational data nay get al

operational data, or data specific to the |I2RS operational data.

| 2RS epheneral data store, simlar to NETCONF/ RESTCONF operati onal
state, may have read-only data in the each epheneral configuration
datastore or the epheneral operational datastores that contains
especially sensitive information or that raise significant privacy
concerns. It is inportant that the security section MJST be
explicitly listed this data by nane and the reasons for the
sensitivity/privacy concerns MJST be expl ai ned.

| 2RS epheneral datastores nay overwite with epheneral data sensitive
information stored in NETCONF/ RESTCONF configurati on datastores or
operational datastores. This overwiting nmay decrease the concerns
for sensitivity/privacy of the information or increase it. The
ovewiting and the policy that controls it nust be explained in the

| 2RS Yang Data Model .
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2. 4. Different Validations

The | 2RS protocol is to designed to operate on top of the operates on
top of the TLS connection using nodified network management protocols
(NETCONF, RESTCONF, and others ) to:

0O create, read, update, delete epheneral configuration data within
the | 2RS epheneral data store (CRUD)

o to notify the I2RS client when an event occurs in the |I2RS Agent,
or the |I2RS agent when an event occurs as part of a subscription
servic,

o signal the occurrence of individual events (I2RS agent to |I2RS
client or I2RS client to |I2RS agent),

o act if a action is request (e.g. rpc),
o trace information
(These can be summari zes as CRUD NEAT operations).

The validation for these processes is specific to the |I2RS protocol
so the validations will be different, but defined in the |2RS
protocol. Therefore, the security considerations will need to
consi der any differences in |2RS protocol features.

2.5. Different NACM Pol i cy

The expanded NETCONF NACM [I-D.ietf-netconf-rfc6536bis] proposes
changes to the NACM procedure so that it focuses on

o Perm ssion to invoke specific protocol operations,

0 Permssion to read and/or alter specific data nodes within any
dat ast ore,

0 Permssion to receive specific notification event types.

The NETCONF NACM i s based on a netconf group’ s perm ssions where each
netconf user identifier is linked to 1 or nore group perm ssions.
NETCONF whi ch runs over TLS with X 509v3 services [ RFC7589] passes a
name whi ch becones the netconf user name. As described above the

| 2RS protocol also a user nane which beconmes the | 2RS usser

identifier (user-id) The I2RS user-id may be mapped to di fferent NACM
policy based on a | @S protocol inplenmentation and the |I2RS protocol
features.
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An | 2RS protocol inplenentation also interacts with the follow ng
systens to inport/export data: to the foll ow ng:

routi ng system (defined as Routing Access Control Managenent

(RACM ),

host system functions (defined as System Access control Mnagenent

(SACM,

NACM policy for |I2RS protocol will need to be augnment by this RACM
and SACM policy. A security consideration section should discuss
t hese issues.

2.6. Optional Insecure Protocol

The | 2RS protocol allow an inplenentation of |12RS protocol (NETCONF
or RESTCONF) to optionally support of an insecure transport as well

as a secure transport if a set of mandatory constraints are net. of
the follow ng constraints are net:

o the content that is suitable for insecure transport (see SEC- REQ
06) ,

o Yang nodels wth non-confidential data nmust provide an indication
t hat non-confidential data exists within the nodel in a machine
readable form A non-secure transport may be used to publish only
read scope data or notification scope data if the associ ated data
nodel indicates the data is non-confidential (see SEC REQ 13),

o0 The |12RS protocol nmakes use of both secure and insecure
transports, but this use MIUST NOT be done in any way that weakens
the secure transport protocol used in the |I2RS protocol or other
contexts that do not have this requirenent for m xing secure and
i nsecure nodes of operation (SEC REQ 16)

o The 12RS higher-1layer protocol MJST provide a nechani smfor
nmessage traceability (requirenents in [ RFC7922]) that supports the
tracki ng higher-layer functions run across secure connection or a
non- secure transport (SEC- REQ 19).

Any | 2RS Dat a nodel proposing to transmt a portion of the data over

an insecure transport MJST provide a section of security
consi derations that explains how these constraints are net.
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3.

3.

| 2RS YANG Model Security Expl anation

Any security consideration section for an | 2RS YANG dat a nodel nust
contain the foll owi ng sections:

o Basic Yang Mbdul e Data considerations - relating to sensitive
witeabl e nodes, sensitive read-able nodes, sensitive rpc
oper ations),

o |2RS related Yang Mbdel considerations - relating to nmandatory
transport, |2RS use of priority and opaque secondary identity,
val i dation of |2RS protocol operations, NACMinteractions in a
mul ti pl e datastore (config + I 2RS control plane datastore), and
use of optional insecure data.

This section provide an overvi ew of what goes in each of these two
sections. Section 4 provides abbrev tenplate for this information.

1. Basic YANG Model Security Considerations

Each specification that defines one or nore YANG nodul es MJUST contain
a section that discusses security considerations relevant to those
nmodul es. The follow ng data usage nust be explained in the security
consi derati non secti on:

1. If any witable data nodes that could be especially disruptive if
abused, then these nodes MJST be explicitly listed by nane and
t he associ ated security risks MJST be spelled out.

2. |If any readabl e data nodes that contain especially sensitive
information or that raise significant privacy concerns, then
t hese data nodes MUST be explicitly listed by name and the
reasons for the sensitivity/privacy concerns MJST be expl ai ned.

3. If any new RPC operations have been defined, then the security
consi derations of each new RPC operati on MJUST be expl ai ned

2. 12RS YANG Model Security Consi derations

The | 2RS YANG Model s is design to exists in the | 2RS control plane
epheneral state. Therefore, a security consideration section for an
| 2RS YANG Data Model nust contain the follow ng information:

Mandatory requirenent to run |I2RS protocol over a TLS sesssion
wi th X 509 nutual authentication whether |2RS protocol uses
NETCONF- st yl e messages or RESTCONF-styl e nmessages (| 2RS protocol
MJUST not use NETCONF over SSH).
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Description of how multiple client wite-contentions are resol ved
via I 2RS priority linked to the |I2RS user-id and how | 2RS

secondary identity may trace this. It is inportant to provide
operational insight how how | 2RS secondary identity may change and
how this wll inpact tracing.

Val i dation of |2RS protocol operations nmay be new. Any concerns
with tinme delays or depth of validation, should be indicated.

NACM policy for network access to an |2RS Epheneral control plane
dat astore nmay be augnented by an access control nethod for routing
protocols (RACM, systeminformation (SACM, and an inter-

dat astore access (DACM. A discussion how sensitive read
information, wite information, or |2RS actions are protected in
the system

If a portion of the data nodel is available via a non-secure
transport session, describe howthe following restrictions are net

* content of data is suitable for insecure transport,

*  YANG nodul es provide indication of non-confidential data in
machi ne readabl e form

* the YANG nodul e’s use of secure and insecure transport does not
weaken the secure transport,

* the higher layer protocol MJST provide a nmechnisnms for nmessage
traceability.

Revi sed Security Considerations Tenplate for |12RS Yang Mdul es

The YANG nodul e defined in this draft is designed to be accessed via
the | 2RS control plane protocol and reside in the |2RS epheneral
control plane datastore that contains both configuration data and
operational state. |2RS epheneral control plane datastore does not
persist (that is does not keep data) across a systemreboot.

This consideration section for |12RS Yang Data Mddel s contains three
parts: basic YANG nodel considerations, |2RS epheneral datstore
consi derations, and considerations for |I2RS Yang Mddel s with non-
confidential data sent over an insecure session. The basic nodel
security considerations are common to all YANG nodul es whet her the
YANG nodul es belong to the configuration datastore, or control-plane
dat ast or es.

Any | 2RS Yang nodule is required to run the |12RS protocol over a TLS
session with X 509v3 nutual authentication whether the |2RS protocol
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uses NETCONF-styl e nmessages or RESTCONF-styl e nessages. The |I2RS
protocol inplenentation uses the nanme passed as the | 2RS user
identifier (user-id). Wite contention between two clients (with
valid wite perm ssions) attenpting to wite the sanme data node in a
| 2RS Yang data nodel is an operational error, but inplenentations
shoul d use the priority associated with each |I2RS user-id to resol ve
it. Tracing of such content resolution will be done by the system
and will include the opaque secondary identifier which indicates

whi ch applications are operationally contending. Only one opaque
secondary identifier is linked to a | 2RS userid at a time, but the
opaque secondary identifier may change nultiple tines during a
security association. The opaque secondary identifier may be passed
during transport connection establishnent as part of a wite-action
(wite datastore where the datastore is 12RS). Al of these features
are basic |2RS functionality, and not specific to any |I2RS data
nodel .

4.1. Basic YANG Mbdel Security Considerations
What to put in this section: (Instructions to authors)

Each specification that defines one or nore YANG nodul es MJUST contain
a section that discusses security considerations relevant to those
nodul es. The foll ow ng data usage nmust be explained in the security
consi der ati on.

1. If there is readable data nodes contain especially sensitive
information or that raise significant privacy concerns, these
nodes MJST be explicitly listed by nane and the reasons for the
sensitivity/privacy concerns MIST be explained. One is exanple
is if the data m ght reveal customer information or violate
personal privacy |aws (such as those of the European Union) if
the data was sent via an unauthorized port.

2. If any witable data nodes that could be especially disruptive if
abused, these witeable data nodes MJUST be explicitly listed by
name and the associ ated security risks MJST be spelled out.

3. If thre are any new RPC operations have been defined, then the
security considerations of each new RPC operati on MJST be
expl ai ned.

4.2. 12RS Yang Models for Secure-Only transports

The | 2RS YANG nodels nay utilize new rpc conmands for to access the
| 2RS epheneral datastore which create, read, update, and delete data
nodes; or notify a client of informatio, signal events, perform
actions, and performtracing (CRUD- NEAT) notifies, signals events.
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Aut hors should provide a list of any new rpc commands and any
security considerations regarding their use.

NACM policy for network access to an |2RS Epheneral control plane
dat astore may be augnented by an access control nethod for routing
protocols (RACM, systeminformation (SACM, and an inter-datastore
access (DACM .

Aut hors shoul d provide a discussion of any data which is retrieved
fromthe routing protocols in the control plane system system
informati on, or from anyot her datastore (configuration, operational
state, dynam c configuration protocols, auto-discovery, control-plane
protocols). Authors should discuss how fluctuation of the data
retrieved fromthe routing protocols in control plane system host
system or other datastores could inpact data reliability or
sensitive data nodes listed in the Basic Yang Mddul e Security
considerations. This discussion SHOULD i ncl ude suggested operati onal
knobs that control the overlay of |2RS configuration data over
configuration data or |12RS operation state over other types of
operational state.

4.3. |12RS Data Sent Across |Insecure Transport
| 2RS YANG Modul es may contain data which MAY be passed across a non-
secure transport session as well as a secure transport. Any |2RS
YANG nodel sending allow ng sone data to be sent cross an non-secure
transport MJST provi de adhere to the foll ow ng requirenents:

o0 content of data nodel (e.g. nodes or subtrees) which is suitable
for insecure transport,

0 YANG nodul es provide indication of non-confidential data in
machi ne readabl e form

o how the YANG nodul e’s use of secure and insecure transport does
not weaken the secure transport,

o How | 2RS protocol provide a nmechnisns for nessage traceability.
Aut hors provide the foll ow ng:

o a list of nodes in this YANG data nodel which MAY be passed across
an insecure transport,

o0 How the YANG Modul e provides the indication of non-condidenti al
data existing in the data nodel

Har es Expires July 23, 2017 [ Page 18]



I nternet-Draft | 2RS Yang Security Consi deration January 2017

5.

8.

0 How access to the data is limted to reads of data nodes, or
notifications sent.

o How the use of secure and insecure transport does not weaken the
secure transport operationally in a deploynent, and

0 How traceability supports detecting any security intrusions for
t his data nodel

Security Consi derations

The docunent provi des an updated YANG security considerations for
| 2RS dat a nodel s.

| ANA Consi derati ons
No | ANA considerations for this requirenents.
Acknow edgnent s

Aut hors of the protocol security docunent, protocol security
envi ronnment docunent, ADs (routing, security, OPS)
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